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Significant developments since the publication of its bestselling predecessor, Building and Implementing a
Security Certification and Accreditation Program, warrant an updated text as well as an updated title.
Reflecting recent updates to the Certified Authorization Professional (CAP®) Common Body of Knowledge
(CBK®) and NIST SP 800-37, the Official (ISC)2® Guide to the CAP® CBK®, Second Edition provides
readers with the tools to effectively secure their IT systems via standard, repeatable processes.

Derived from the author’s decades of experience, including time as the CISO for the Nuclear Regulatory
Commission, the Department of Housing and Urban Development, and the National Science Foundation’s
Antarctic Support Contract, the book describes what it takes to build a system security authorization program
at the organizational level in both public and private organizations. It analyzes the full range of system
security authorization (formerly C&A) processes and explains how they interrelate. Outlining a user-friendly
approach for top-down implementation of IT security, the book:

Details an approach that simplifies the authorization process, yet still satisfies current federal government●

criteria
Explains how to combine disparate processes into a unified risk management methodology●

Covers all the topics included in the Certified Authorization Professional (CAP®) Common Body of●

Knowledge (CBK®)
Examines U.S. federal polices, including DITSCAP, NIACAP, CNSS, NIAP, DoD 8500.1 and 8500.2, and●

NIST FIPS
Reviews the tasks involved in certifying and accrediting U.S. government information systems●

Chapters 1 through 7 describe each of the domains of the (ISC)2® CAP® CBK®. This is followed by a case
study on the establishment of a successful system authorization program in a major U.S. government
department. The final chapter considers the future of system authorization. The book’s appendices include a
collection of helpful samples and additional information to provide you with the tools to effectively secure
your IT systems.
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From reader reviews:

Rose Warfield:

Playing with family in the park, coming to see the coastal world or hanging out with friends is thing that
usually you have done when you have spare time, subsequently why you don't try factor that really opposite
from that. A single activity that make you not experiencing tired but still relaxing, trilling like on roller
coaster you have been ride on and with addition info. Even you love Official (ISC)2® Guide to the CAP®
CBK®, Second Edition ((ISC)2 Press), you could enjoy both. It is excellent combination right, you still wish
to miss it? What kind of hang-out type is it? Oh can happen its mind hangout fellas. What? Still don't buy it,
oh come on its referred to as reading friends.

Victoria Schwan:

Official (ISC)2® Guide to the CAP® CBK®, Second Edition ((ISC)2 Press) can be one of your basic books
that are good idea. We recommend that straight away because this reserve has good vocabulary that can
increase your knowledge in words, easy to understand, bit entertaining but still delivering the information.
The article writer giving his/her effort to set every word into enjoyment arrangement in writing Official
(ISC)2® Guide to the CAP® CBK®, Second Edition ((ISC)2 Press) but doesn't forget the main point, giving
the reader the hottest as well as based confirm resource details that maybe you can be among it. This great
information can drawn you into completely new stage of crucial thinking.

Eileen Williams:

That publication can make you to feel relax. This book Official (ISC)2® Guide to the CAP® CBK®, Second
Edition ((ISC)2 Press) was colourful and of course has pictures on the website. As we know that book
Official (ISC)2® Guide to the CAP® CBK®, Second Edition ((ISC)2 Press) has many kinds or category.
Start from kids until youngsters. For example Naruto or Private investigator Conan you can read and think
that you are the character on there. So , not at all of book are make you bored, any it offers you feel happy,
fun and unwind. Try to choose the best book for you personally and try to like reading that will.

Ena Clark:

Reading a reserve make you to get more knowledge from it. You can take knowledge and information from a
book. Book is prepared or printed or illustrated from each source which filled update of news. In this
particular modern era like at this point, many ways to get information are available for you. From media
social such as newspaper, magazines, science book, encyclopedia, reference book, book and comic. You can
add your knowledge by that book. Ready to spend your spare time to open your book? Or just looking for the
Official (ISC)2® Guide to the CAP® CBK®, Second Edition ((ISC)2 Press) when you desired it?
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